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How connected teddy bears, 
coffee makers and connected cars 
are challenging security teams



Executive summary
New research commissioned by Palo Alto Networks finds that most 
IT decision-makers feel they need to take significant steps to meet 
security challenges posed by the growth in IoT devices.

Technology research firm Vanson Bourne conducted the survey on 
IoT security practices, polling 1,350 IT business decision-makers at 
organisations with at least 1,000 employees in 14 countries across 
Asia, Europe, the Middle East and North America.



Setting the scene
Palo Alto Networks released the survey as part of an ongoing 
effort to shed light on security threats posed by the surge in 
deployment of devices connected to the internet.

Business Insider Intelligence 
forecasts there will be more than 
41 billion IoT devices by 2027, up 
from 8 billion last year.

Unit 42 reported in March that 57% of IoT devices 
are vulnerable to attacks of medium to high 
severity, making them low-hanging fruit for 
attackers. Our researchers have also been 
tracking malware that targets IoT devices and 
discovered vulnerabilities in devices including IP 
cameras, home routers and storage gear.
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What we 
wanted to know

We asked IT decision-makers around the world five questions about their 
approach to IoT:

1. How confident are you that you have visibility of all the IoT devices 
connecting to your organisation’s network?

2. To what extent do you believe your organisation’s approach to IoT security 
requires improvement?

3. How far along the IoT security journey is your organisation?

4. How has the number of connected devices you’ve seen on your 
organisation’s network changed over the last year?

5. What are the strangest devices you’ve found connected to your 
organisation’s network?



A growing challenge
Overwhelmingly, respondents report a rise in the number of IoT devices connecting to their 
networks over the last year (89%). More than 1 in 3 (35%) report significant increases – the 
challenge just keeps growing.

But it’s not just about an increase in volume; it’s the sheer variety, too. Everything from 
connected teddy bears to coffee makers and connected cars are challenging security 
teams.



What are the strangest things 
connecting to your network?
The top strangest connected devices respondents have seen on their networks are:
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Enterprises are finding all sorts of 
things on their networks
When asked what other connected devices respondents have seen on their networks, findings included:



Businesses say they 
can see the 
problem, yet they 
struggle to tackle it
Most respondents (95%) say they have visibility of all the IoT 
devices connecting to their organisation's network.

But among this growing number and variety of devices, one 
red flag emerged: More than a combined half of those polled 
said they either need to make a lot of improvements to the 
way they approach IoT security (41%), or that a complete 
overhaul is needed (17%). 4%
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Segmentation is 
key  

24% of those surveyed reported that they 
have not yet segmented IoT devices onto 
separate networks – a fundamental practice 
for building safe, smart networks.

Only 21% reported following best practices of 
using microsegmentation to contain IoT devices 
in their own tightly controlled security zones.



Regional highlights
North America (U.S. and Canada)
● 95% of North American respondents are confident that they have visibility of all the IoT devices connecting to their 

organisation’s network.
● More than half (52%) of North American respondents believe their organisation’s approach to IoT security requires “a lot of 

improvement” (35%) or a “complete overhaul” (17%)
● An organisation’s IoT journey varies for North American respondents:

○ 5% haven't started considering IoT specific security yet.
○ 18% said their IoT devices are not segmented on a separate network from the one they use for primary devices and key 

business applications.
○ 55% said their IoT devices are segmented on a separate network from the one they use for primary devices and key business 

applications.
○ 20% said their IoT devices are microsegmented within their own tightly controlled security zones.

● 88% of North American respondents said the number of connected devices on their organisation's network increased over the 
last year.

● Strangest devices found on an organization’s network, according to North American respondents: 
○ 45%: Connected wearable medical devices (e.g., heart monitors, diabetes monitors)
○ 43%: Smaller connected kitchen appliances (e.g., kettles, coffee machines, heated coffee cups)
○ 36%: Connected sports equipment (e.g., exercise bike/rowing machines, basketballs, skipping ropes, weights)
○ 39%: Connected games consoles
○ 29%: Connected desk toys (e.g., teddy bears, robots)
○ 29%: Connected cars (e.g., Tesla)



Regional highlights
EMEA
● EMEA feels it has marginally less to do on IoT security strategy than North America (48% in EMEA said they had a 

lot to do, or needed to overhaul strategy, compared to 52% of North American respondents) 
○ Some countries are less concerned than others: France (54%), Germany (52%), UK (51%) and, by quite a wide 

margin, Netherlands (35%). Indeed, Dutch respondents have the highest percentage (57%) saying little 
improvement is needed.

○ More than 1 in 8 German respondents (13%) say a complete overhaul is needed.
● The scope for improvement is varied, too. UK organisations are leaving themselves vulnerable – almost a third (32%) 

do not segment IoT devices on a separate network from primary devices and key business applications (e.g., HR 
system, email server, finance system), whereas Dutch respondents are doing better; only 11% report no segmentation, 
and most are either segmenting or microsegmenting (81%). In the UK, less than half (49%) have done so.

● UK respondents are less likely to find connected sports equipment than other countries (UK: 18%;  EMEA: 30%).
● Connected cars are also less likely to be parked on a UK network (UK: 14%; EMEA: 24%) .



Regional highlights
JAPAC
● 98% of JAPAC organisations have visibility of all the IoT devices connecting to their organisation's network, similar to North 

America (92%) and EMEA (92%).
○ Notably, 100% of respondents in China, India, Singapore and Hong Kong say they have visibility of all IoT devices connecting to their 

organisation’s network.
● However, confidence seems shaky/low in JAPAC when it comes to whether their current IoT security program is up to scratch, 

more so than North America and EMEA.
○ 70% of respondents say a great deal of improvement is needed in their organisation’s approach to IoT security, higher than North

America (52%) and EMEA (48%)
● It is worrying that 32% of JAPAC organisations haven’t started their IoT security journey or haven’t segmented IoT devices on a 

separate network yet, more than North America (23%) and EMEA (28%).
● However, more respondents in JAPAC (92%) report a rise in IoT devices over the last year than North America (88%) and EMEA 

(88%).
○ In India, 69% of organisations have seen a significant increase in number of connected devices, the highest across all markets 

surveyed.
● The strangest connected devices JAPAC organisations seen on their networks are fairly similar to most markets.

1. Connected wearable medical devices (50%)
2. Smaller connected kitchen appliances (46%)
3. Connected sports equipment (46%)



Australia highlights
The top strangest connected devices Australia respondents have seen on their networks are:
● Connected medical wearables (51%)
● Connected desk toys (40%)
● Connected kitchen appliances (39%)

Confidence seems very low when it comes to whether their current IoT security program is up to scratch: 56% of 
respondents say a great deal of improvement is needed in their organisation’s approach to IoT security.

It is worrying that 24% of respondents either haven’t started on their IoT security journey or haven’t segmented IoT 
devices on a separate network.



China highlights
The top strangest connected devices China respondents have seen on their networks are:
● Connected sports equipment (46%)
● Connected desk toys (42%)
● Connected medical wearables (30%)
● Connected kitchen appliances (30%)

Confidence seems very low when it comes to whether their current IoT security program is up 
to scratch: 76% of respondents say a great deal of improvement is needed in their 
organisation’s approach to IoT security.

It is worrying that 42% of respondents either haven’t started on their IoT security journey or 
haven’t segmented IoT devices on a separate network.



Hong Kong highlights
The top strangest connected devices Hong Kong respondents have seen on their networks are:
● Connected kitchen appliances (72%)
● Connected wearable medical devices (63%)
● Connected sports equipment (55%)

Confidence seems very low when it comes to whether their current IoT security program is up to 
scratch: 68% of respondents say a great deal of improvement is needed in their organisation’s 
approach to IoT security.

It is worrying that 24% haven’t started considering IoT security or segmented IoT devices on a 
separate network yet.



India highlights
The top strangest connected devices India respondents have seen on their networks are:
● Connected kitchen appliances (kettles, coffee machines) (64%)
● Connected fitness equipment (59%)
● Connected medical wearables (56%)

Confidence seems very low when it comes to whether their current IoT security program 
is up to scratch: 79% of respondents say a great deal of improvement is needed in their 
organisation’s approach to IoT security.

It is worrying that 36% either haven’t started on their IoT security journey or haven’t 
segmented IoT devices on a separate network yet.



Japan highlights
The top strangest connected devices Japan respondents have seen on their networks are:
● Connected medical wearables (48%)
● Connected kitchen appliances (42%)
● Connected sports equipment (41%)

Confidence seems very low when it comes to whether their current IoT security program is up to scratch: 75% of 
respondents say a great deal of improvement is needed in their organisation’s approach to IoT security.

It is worrying that 43% either haven’t started on their IoT security journey or haven’t segmented IoT devices on a 
separate network yet.



Singapore highlights
The top strangest connected devices Singapore respondents have seen on their networks are:
● Connected medical wearables (56%)
● Connected fitness equipment (39%)
● Connected games consoles & kit (36%)
● Connected desk toys (36%)

Confidence seems very low when it comes to whether their current IoT security program is up to scratch: 64% of 
respondents say a great deal of improvement is needed in their organisation’s approach to IoT security.

It is worrying that 24% of respondents either haven’t started on their IoT security journey or haven’t segmented IoT 
devices on a separate network.



UK highlights
90% of UK IT decision-makers reported an increase in IoT 
devices connecting to their network over the last year.

However, 21% reported to be ‘not at all confident’ in visibility 
of these IoT devices on their network (the highest of any 
market around the world; global average 4%), and 89% think 
improvement to their organisation’s approach to IoT security 
is required.

The top strangest connected devices UK respondents have 
seen on their networks are:

● Connected medical wearables (43%)
● Connected games consoles and kit (30%)
● Smaller connected kitchen appliances such as coffee 

machines and heated cups (22%)

A couple also reported finding other things like a light bulb 
and smart TVs connecting to their enterprise network.



France highlights
● 85% of French IT decision-makers report an increase in the 

number of IoT devices connecting to their network
● 95% indicate that their approach to IoT security needs some 

improvement
● Only 27% reported applying micro-segmentation best practices to 

confine IoT devices to their own security zones

The top strangest connected devices French respondents have seen 
on their networks are:

● Desk toys, such as teddy bears and robots (46%)
● Kitchen appliances such as coffee machines and heated cups 

(40%)
● Connected sports equipment (33%)



Germany highlights
German IT decision-makers are fairly confident that they have 
visibility of the devices connected to their network:

● 57% are completely confident; 38% are somewhat confident 

However, the overwhelming majority of those surveyed don’t 
believe their organisation’s current approach to IoT security is 
sufficient:

● 13% believe their IoT security approach needs a complete 
overhaul

● 39% think a lot of improvement is necessary
● 42% see at least the need for a little further optimisation 
● Only 6% say they are already optimally positioned when it 

comes to IoT security

One in five German respondents (21%) hasn’t yet segmented IoT 
devices onto a separate network to primary devices and key 
business applications.



Middle East highlights
Nearly three-quarters (72%) of IT decision-makers in the Middle East, which 
covered 100 respondents across both the UAE and Saudi Arabia, say they are 
completely confident that they have full visibility of all IoT devices connected 
to their organisation’s network.

● This compares favourably with the EMEA average of 58%.

However, there appears to be plenty of room for improvement. In the Middle 
East, 92% believe their organisation’s approach to IoT needs at least some 
improvement.

● Just 7% said that no improvements were required.

When asked how far along the IoT security journey their organisation had 
progressed, 27% said IoT devices are not segmented on a separate network 
from primary devices and key business applications.



Netherlands highlights
Only 11% of Dutch respondents say they have not segmented IoT devices 
on separate networks, compared to 24% globally; this is fundamental for 
building safe and smart networks.

● In Germany and France, 21% of those surveyed did not segment their 
IoT devices. In the UK, this is even higher at 32%.

Although 98% say they are confident they have a good visibility of all IoT 
devices on their network, 92% of Dutch respondents indicate that there is 
still some improvement needed to their IoT security approach.

The top strangest connected devices Dutch respondents have seen on 
their networks are:

● Kitchen appliances such as coffee machines and heated cups (52%)
● Desk toys, such as teddy bears and robots (44%)
● Connected gaming consoles and kit (30%)
● Connected cars (27%)



What should 
organisations do? 
1. Employ device discovery for complete visibility – you can’t 

secure what you can’t see
2.Apply network segmentation for stronger defence so 

adversaries can’t jump from unprotected devices to your 
critical data and systems

3.Adopt secure password practices – too many IoT devices 
have weak default passwords

4.Continue to patch and update firmware when available
5.Actively monitor IoT devices at all times



Thank you!


